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DETAILED ACTION 

This action is responsive to the application filed on December 30, 2003. Claims 1-90 are 
pending. Claims 1-90 represent a method for providing content access control to access the 
Internet. 

Claim Rejections - 35 USC § 112 

1 . The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

2. Claim 6 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for failing 
to particularly point out and distinctly claim the subject matter which applicant regards as the 
invention. 

3. Claim 6 recites the limitation "the method" in claim 6. There is insufficient antecedent 
basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 
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5. Claims 1-90 are rejected under 35 U.S.C. 102(e) as being anticipated by Humes US 
Patent No. 6,539,430. Humes teaches the invention as claimed including a system and method 
for filtering data received by a computer system (see abstract). 

As per claim 1, Humes teaches a method of controlling access to the Internet, the method 
comprising: 

sending identification information for a user from a client computer to an Internet access 
control web server (client computer [120] connecting to server proxy/cache [110] column 2, lines 
58-65; column 3, lines 43-58; column 6, lines 4-6); 

receiving user web access settings from the Internet access control web server at the 
client computer, wherein the user web access settings comprise a level of access allowed for the 
user in at least one category of content (user threshold set at 50, but can be changed; column 6, 
line 4-6); 

intercepting an Internet access request initiated by an application used at the client 
computer by the user (proxy/cache receiving URL from client; column 2, lines 58-65; column 3, 
lines 20-35); 

extracting a Uniform Resource Locator (URL) from the Internet access request at the 
client computer (receiving a URL from a client (column 3, lines 20-35); 

sending the URL to the Internet access control web server from the client computer (the 
web server receiving the URL; column 3, line 20-35); 

receiving URL ratings from the Internet access control web server at the client computer, 
wherein the URL ratings comprise a rating level in at least one category of content (sending 
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category and total value time counts for the URL ratings; column 4, lines 1-25; column 5, lines 
56-67; column 7, lines 66-67; column 8, lines 1-5); 

comparing the URL ratings to the user web access settings at the client computer 
(comparing the rating with the set user threshold; column 4, lines 1-25; column 6, lines 3-7); and 

determining if access to the URL should be granted (sending the URL or restricting 
access to the URL; column 3, lines 20-35; column 4, lines 1-25). 

As per claim 70, Humes teaches a computer program product for controlling access to the 
Internet comprising: 

computer code configured to: prompt a user for identification information (client 
computer [120] connecting to server proxy/cache [110] column 2, lines 58-65; column 3, lines 
43-58; column 6, lines 4-6); 

send the identification information to an Internet access control web server, receive user 
web access settings from the Internet access control web server, wherein the user web access 
settings comprise a level of access allowed for the user in at least one category of content(user 
threshold set at 50, but can be changed; column 6, line 4-6); 

intercept an Internet access request initiated by an application used at the client computer 
by the user (proxy/cache receiving URL from client; column 2, lines 58-65; column 3, lines 20- 
35); 

send a Uniform Resource Locator (URL) extracted from the Internet access request to the 
Internet access control web server (the web server receiving the URL; column 3, line 20-35); 
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receive URL ratings from the Internet access control web server, wherein the URL 
ratings comprise a rating level in at least one category of content (sending category and total 
value time counts for the URL ratings; column 4, lines 1-25; column 5, lines 56-67); 

compare the URL ratings to the user web access settings, and determine if access to the 
URL should be granted (sending the URL or restricting access to the URL; column 3, lines 20- 
35; column 4, lines 1-25). 



As per claim 2, Humes teaches the method of claim 1, further comprising sending the 
Internet access request to a client computer networking layer, if access is granted (column 5, 
lines 4-30). 

As per claim 3, Humes teaches the method of claim 2, farther comprising editing the 
Internet access request to remove the URL and to include a user appropriate URL and sending 
the edited Internet access request to the client computer networking layer, if access is not granted 
(sending a forbidden message in place of the restricted items; column 2, lines 45-56; column 5, 
lines 4-30; column 7, lines 59-65). 

As per claims 4 and 6, Humes teaches the method of claims 3 and 6, further comprising: 
storing the URL in a cache at the client computer (storing the URL in a cache; column 1, 
lines 53-56; column 4, lines 26-30, 65-67) 
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storing the URL in the cache as disallowed, if access is not granted (column 3, lines 5-11; 
column 6, lines 30-39); 

storing the URL in the cache as allowed, if access is granted (column 3, lines 34-38); 

intercepting an additional Internet access request initiated by an application used at the 
client computer by the user (proxy/cache receiving URL from client; column 5, lines 31-41); 

extracting an additional URL from the additional Internet access request at the client 
computer (column 5, lines 31-41); 

comparing the additional URL to each URL in the cache until the additional URL 
matches a URL stored in the cache or until the additional URL has been compared to each URL 
in the cache (comparing the rating with the set user threshold; column 5, lines 42-50); 

sending the Internet access request to the client computer networking layer, if the 
additional URL matches a URL stored in the cache that was stored as allowed (the web server 
receiving the URL; column 5, lines 31-41); 

editing the additional Internet access request to remove the additional URL and to include 
the user appropriate URL, if the additional URL matches a URL stored in the cache that was 
stored as disallowed (sending the URL or restricting access to the URL; column 5, lines 4-30); 

sending the edited additional Internet access request to the client computer networking 
layer, if the additional URL matches a URL stored in the cache that was stored as disallowed 
(column 5, lines 42-50); and 

clearing the cache when the user logs out from the Internet access control system at the 
client computer (column 5, lines 31-41). 
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As per claim 5, Humes teaches the method of claim 1 5 further comprising: 
receiving a user web access override list from the Internet access control web server at 
the client computer, wherein the user web access override list comprises URLs to which the user 
is allowed access and URLS to which the user is not allowed access (access/deny list column 3, 
lines 20-35); 

comparing the URL to the user web access override list at the client computer; 
determining if access to the URL should be granted at the client computer (comparing the URL 
to access/deny list; column 6, lines 51-67); 

sending the Internet access request to a client computer networking layer, if access is 
granted; editing the Internet access request to remove the URL and to include a user appropriate 
URL, if access is not granted (column 5, lines 4-30); and 

sending the edited Internet access request to the client computer networking layer, if 
access is not granted (sending a forbidden message in place of the restricted items; column 2, 
lines 45-56; column 5, lines 4-30; column 7, lines 59-65). 

As per claim 7, Humes teaches the method of claim 1, wherein the user web access 
settings and the URL ratings further comprise context settings for at least one category of content 
(ratings for a category; column 5, lines 56-67; column 8, lines 63-67). 

As per claim 8, Humes teaches the method of claim 7, wherein the context settings 
comprise a setting that the URL contains material of artistic value (column 6, lines 30-39; 
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column 8, lines 63-67) 

As per claim 9, Humes teaches the method of claim 7, wherein the context settings 
comprise a setting that the URL contains material of educational value (column 6, lines 30-39; 
column 8, lines 63-67) 

As per claim 10, Humes teaches the method of claim 7, wherein the context settings 
comprise a setting that the URL contains material of medical value (column 6, lines 30-39; 
column 8, lines 63-67). 

As per claim 1 1 , Humes teaches the method of claim 7, wherein the category of content 
comprises a language category (languages; column 5, line 62; column 8, lines 63-67). 

As per claim 12, Humes teaches the method of claim 11, wherein the language category 
of content comprises a plurality of selectable language content levels and a selectable context 
setting to optionally override the selected language content level (column 6, lines 4-39; column 
8, lines 63-67) 

As per claim 13, Humes teaches the method of claim 7, wherein the category of content 
comprises a nudity and sex category (column 6, lines 8-15; column 8, lines 63-67). 
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As per claim 14, Humes teaches the method of claim 13, wherein the nudity and sex 
category of content comprises a plurality of selectable nudity and sex content levels and a 
selectable context setting to optionally override the selected nudity and sex content level (column 
6, lines 4-39). 

As per claim 15, Humes teaches the method of claim 7, wherein the category of content 
comprises a violence category (column 5, lines 60-62). 

As per claim 16, Humes teaches the method of claim 15, wherein the violence category 
of content comprises a plurality of selectable violence content levels and a selectable context 
setting to optionally override the selected violence content level (column 6, lines 4-39). 

As per claim 17, Humes teaches the method of claim 15, wherein the violence category 
comprises a human being violence category (column 5, lines 60-62). 

As per claim 18, Humes teaches he method of claim 15, wherein the violence category 
comprises an animal violence category (column 5, lines 60-62). 

As per claim 19, Humes teaches the method of claim 15, wherein the violence category 
comprises a fantasy character violence category (column 5, lines 60-62). 
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As per claim 20, Humes teaches the method of claim 1 , wherein the user web access 
settings and the URL ratings further comprise at least one restrictive category of content that 
may be either allowed or disallowed (column 5). 

As per claim 21, Humes teaches the method of claim 20, wherein the at least one 
restrictive category of content is auctions, drug advocacy, entertainment, illegal activities, 
gambling, games, Gay and Lesbian information, discriminatory speech, information concerning 
higher education, intimate apparel, information concerning mysticism, news, personal 
advertisements, personal websites, politics, religion, sex education, shopping, sports, information 
concerning suicide, weapon promotion, material that may disturb young children, material that 
may set a bad example for young children, adult sexual material, job search/careers, 
travel/tourism and vacation, motor vehicles, or stocks and investing (column 4, lines 1-25). 

As per claim 63, Humes teaches the system of claim 39, wherein the Internet access 
control web server further comprises an account manager configured to add a user account, to 
edit the user account, and to delete the user account (column 5, lines 1-14) 

As per claim 64, Humes teaches the system of claim 63, wherein the user account 
comprises identification information (column 6, lines 4-7; column 9, lines 1-3) 

As per claim 65, Humes teaches the system of claim 64, wherein the user account further 
comprises web access settings comprising a level of access allowed for the user account in at 
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least one category of content (column 6, lines 60-39). 

As per claim 66, Humes teaches the system of claim 65, wherein the user account further 
comprises context settings for at least one category of content comprising overrides to the level 
of access allowed for the user account in the category of content (column 6, lines 30-40; column 
9, lines 1-3) 

As per claim 67, Humes teaches the system of claim 66, wherein the user account further 
comprises at least one restrictive category of content that may be either allowed or disallowed for 
the user account (column 6, lines 60-39). 

As per claim 68, Humes teaches the system of claim 67, wherein the user account further 
comprises a user web access override list, wherein the user web access override list comprises 
URLs to which the user account is allowed access and URLs to which the user account is not 
allowed access (column 6, lines 60-39; column 9, lines 1-3) 

As per claim 69, he system of claim 68, wherein the user account further comprises an 
appropriate URL for including in an Internet access request (column 6, lines 60-39; column 9, 
lines 1-3). 
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Claims 22-38, 39-62, and 71-90 are rejected under the same rationale as claims 1-21 
because they claim a method for a web server, system and computer program code of the method 
for the client computer claimed by claims 1-21 . 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

7. Cragun et al. US Patent No. 5,832,212 

8. Gusler et al. US Patent No. 6,917,980. 

9. Freund US Patent No. 5,987,61 1 . 

10. Hoashi et al. US Patent No. 6,976,070. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Uzma Alam whose telephone number is (571) 272-3995. The 
examiner can normally be reached on Monday-Tuesday 5:30 AM - 2:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on (571) 272-4001. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Uzma Alam 
Ua 

May 22, 2007 
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